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The new risk paradigm for chemical process security and safety
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Abstract

The world of safety and security in the chemical process industries has certainly changed since 11 September, but the biggest challenges
may be yet to come. This paper will explain that there is a new risk management paradigm for chemical security, discuss the differences in
interpreting this risk versus accidental risk, and identify the challenges we can anticipate will occur in the future on this issue. Companies
need to be ready to manage the new chemical security responsibilities and to exceed the expectations of the public and regulators. This paper
will outline the challenge and a suggested course of action.
© 2004 Elsevier B.V. All rights reserved.
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. A new awareness of deliberate release potential

Prior to 11 September, chemical process risk manage-
ent activities focused on accidental release risks, and ex-

luded most considerations of intentional releases. This was
ost likely due to a perception that these risks were man-
ged adequately, and that the threat of a terrorist attack or
ther intentionally caused event, particularly on U.S. chem-

cal manufacturing facilities or transportation systems, was
emote.

The pendulum has dramatically swung the other direc-
ion, and now there is a real concern for this new threat,
s well as a sense of urgency for protection against these

ypes of potential events. The risk of another major attack
n the U.S. is seen today by most terrorism experts as not

question of ‘if’, but when. Violent acts by extremist en-
ironmental groups or disgruntled employees have occurred
n various cases. Extrapolating this concern broadly to the
hemical process industry, there is an extraordinary dilemma
n play. The current perceived threat has created a confusing
tmosphere and pressures on industry to make immediate

changes are unplanned, potentially expensive step-ch
in security. Hopefully, we would not be forced to make s
rifices in our accidental risk efforts in light of the urgency
security improvements.

In fact, deliberate release risk should be managed by m
of the same or similar strategies as accidental release
Traditional security countermeasures, such as physical
rity features and cyber security measures, must integrate
safety strategies to result in a single process risk manage
strategy.

2. Risk paradigm

Depending on the degree of exposure potential of the
pany or the public from an intentional release, the attrac
ness of a target, and the ease of attack, companies ma
entirely different risks than the facilities were designe
manage. It could require a very different mode of opera
and security than is currently being employed.

At this juncture, most companies handling hazardous

hanges. This has created a need to analyze this threat and
o make necessary changes to reduce the risk. Most of the
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terials would admit that considerations of terrorist attack were
not given much thought initially. There are trillions of dol-
lars of infrastructure in the United States that has not been
designed against extreme acts of violence. But they are strug-
g ay.
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ling to understand the risk and do the right thing right aw
any companies have already done some form of th
ssessment and security vulnerability assessment, and
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upgraded some physical and operational security measures.
Still there is much work to be done.

The bigger problem is facing the new quandary of this
risk – what do we do about it and how do we know we have
reduced the risk to an acceptable level? Public fear of this
risk is extraordinary, and so risk acceptance could likely be
altogether different. The risk decisions we have made over
the years that seemed adequate for accidental risk may not
be adequate for intentional risk.

Worse than this, the sky seems to be the limit for what
may go wrong and what industry may have to do to pre-
vent or protect against these threats. Sorting out the real risks
from the possible threats is going to be a major undertak-
ing, and there is much uncertainty at this point on how to
accomplish such a risk assessment and how to cope with this
threat.

3. Security vulnerability assessment and security
management principles

Owner/Operators should ensure the security of facilities
and the protection of the public, the environment, workers,
and the continuity of the business through the management of
security risks. The basic premise is that security risks should
b nage
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Delay, and Respond. Appropriate strategies for managing se-
curity can vary widely depending on the circumstances in-
cluding the type of facility and the threats facing the facility.
As a result, it is difficult to prescribe security measures that
apply to all facilities in all industries, but instead it is sug-
gested to use SVA as a means of identifying, analyzing, and
reducing vulnerabilities. The specific situations must be eval-
uated individually by local management using best judgment
of applicable practices. Appropriate security risk manage-
ment decisions must be made commensurate with the risks.
This flexible approach recognizes that there isn’t a uniform
approach to security in the chemical process industry, and
that resources are best applied to mitigate high risk situations
primarily.

This is a new area of process risk management, and much
has to be done to further understand the potential, determine
analysis methods, develop supporting guidance, and educate
managers and engineers on how to manage the issue, to name
a few activities required. Also, we have to come to grips with
the determination of risk, and to decide on which threats are
worthy of further analysis and change to our processes and
the way we manage them.

4. SVA methodologies

ilable
t lti-
m ose
t s the
n c lo-
c dous
s and
t d, all
t

• as-
ir in-

the

• ts and
rgets

• the

• ondi-
ent

• ake

• risk
isk.

m In-
s soci-
a ent
e managed in a risk-based, performance-oriented ma
ent process.
The foundation of the security management approa

he need to identify and analyze security threats and vul
ilities, and to evaluate the adequacy of the countermea
rovided to mitigate the threats. Security vulnerability ass
ent (SVA) is a management tool that can be used to a

n accomplishing this task, and to help the owner/ope
n making decisions on the need for and value of enha

ents.
The need for security enhancements will be determ

artly by factors such as the degree of the threat, the d
f vulnerability, the possible consequences of an incid
nd the attractiveness of the asset to adversaries. In th
f terrorist threats, higher risk sites are those that have cr

mportance, are attractive targets to the adversary, have
evel of consequences, and where the level of vulnera
o threat is high.

SVAs are not a quantitative risk assessment, but are
ormed qualitatively using the best judgment of the S
eam. The expected outcome is a qualitative determinati
isk to provide a sound basis for rank ordering of the secu
elated risks and thus establishing priorities for the app
ion of countermeasures.2

A basic premise is that all security risks cannot be c
letely prevented. The security objectives are to employ
asic strategies to manage the riskincluding Deter, De

2 Guidelines for Managing and Analyzing the Security Vulnerabilitie
ixed Chemical Sites, American Institute of Chemical Engineers, Au
002.
-

e

There are several SVA techniques and methods ava
o the industry, all of which share common elements. U
ately, it is the responsibility of the owner/operator to cho

he SVA method and depth of analysis that best meet
eeds of his specific location. Differences in geographi
ation, type of operations, and on-site quantities of hazar
ubstances all play a role in determining the level of SVA
he approach taken. Independent of the SVA method use
echniques include the following:

Characterize the facility to understand what critical
sets need to be secured, their importance and the
terdependencies and supporting infrastructure, and
consequences if they are damaged or stolen.
Identify and characterize threats against those asse
evaluate the assets in terms of attractiveness of the ta
to each adversary.
Identify potential security vulnerabilities that threaten
system’s service or integrity.
Determine the risk represented by these events or c
tions by determining the likelihood of a successful ev
and the consequences of an event if it were to occur.
Rank the risk of the event occurring and, if high risk, m
recommendations for lowering the risk.
Identify and evaluate risk mitigation options (both net
reduction and benefit/cost analyses) and re-assess r

One approach to conducting a SVA is shown inFig. 1. This
ethodology was published by the American Petroleum

titute and the National Petrochemical and Refiners As
tion in their guidelines “Security Vulnerability Assessm
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Fig. 1. API/NPRA security vulnerability assessment methodology.

Fig. 2. Intentional release vs. accidental release risk definitions.

for the Petroleum and Petrochemical Industries”, May
2003.3

5. Defining the risk to be managed

For the purposes of an SVA, the definition of risk is shown
in Fig. 2. The risk that is being analyzed for the SVA is defined
as an expression of the likelihood that a defined threat will

3 “Security Vulnerability Assessment for the Petroleum and Petrochem-
ical Industries”, American Petroleum Institute, May 2003.

target and successfully attack a specific security vulnerability
of a particular target or combination of targets to cause a
given set of consequences. This is contrasted with the usual
accidental risk definitions. The risk variables are defined as
shown inFig. 3.

6. Overview of a SVA methodology

The SVA process is a risk-based and performance-based
methodology. The user can choose different means of accom-
plishing the general SVA method so long as the end result
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Fig. 3. API/NPRA SVA methodology SVA risk variables (“Security Vulnerability Assessment for the Petroleum and Petrochemical Industries”, AIChE).

meets the same performance criteria. The overall five-step
approach of the API/NPRA SVA methodology is described
as follows.

6.1. Step 1: asset characterization

The asset characterization includes analyzing information
that describes the technical details of facility assets to support
the analysis, identifying the potential critical assets, identi-
fying the hazards and consequences of concern for the fa-
cility and its surroundings and supporting infrastructure, and
identifying existing layers of protection. Essentially, this step
identifies the assets (people, facilities, information, reputa-
tion, business) of value, analyzes why it is of value and iden-
tifies its importance, determines the interaction of the assets
with other neighboring facilities, suppliers, or customers or
other economic interdependencies. Assumptions are made on
the worst credible security event consequences to determine
the impacts. The estimate of severity of the consequences is
one of the four risk factors.

6.2. Step 2: threat assessment

The intentional release risk includes possible attacks by
outsiders or insiders, or a combination of the two adversaries.
I aries
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A responsible company has to give thought to the possible
threats and attempt to organize the many combinations and
permutations into a threat matrix. Key to this matrix is the first
variable – what is the target? Is the company a direct target
or is it affected by a terrorist attack? From a pure risk man-
agement standpoint, companies need to be prepared for both
contingencies, not only for the possibility of direct physical
or cyber attack to their facilities. This shows the multi-faceted
aspects of the problem, and the need for industry, community
and government cooperation to address the problem.

For example, there is a major difference in the protection
set required if the assumed threat is an armed attack by a small
band of terrorists who use force to enter the main entrance
way, versus a single insider who misuses their access to the
process control system to cause a release from the same asset.
Which threats are credible and to what extent is the threat
potential?

Threat is an important factor in the determination of risk.
Prior to 11 September 2001, for example, many of the other
factors in the risk equation were present, but the threat was
considered to be too low to be credible. It is the increased
appreciation of threat that prompts us to now take action.
Properly done, the threat assessment forms the basis of the
process security management strategy for the facility.

The threat definition results in a determination of the de-
s t re-
s xed
t threat
e t is an
e ossi-
b sys-
t fine
v iven
i idered
i

t may be perpetrated by a number of different advers
ith varying intents, motivations, weapons, tactics, and
abilities. These issues need to be sorted out in a threat a
ent, which is, in effect, a risk-based assessment that f

he basis of the design basis threat assumption the fa
esigns and operates to.

The selection of the threats should include reason
ocal, regional, or national intelligence information, wh
vailable. This step also includes determining the targe
ractiveness of each asset from each adversary’s persp
-

.

ign basis threat for the facility. The threat assessmen
ults in a ‘fixed’ and ‘variable’ design basis threat. The fi
hreat forms the basis for the design and is the baseline
stimate. The variable design basis threat assessmen
stimate of the change in threat levels given certain p
le future conditions. The homeland security advisory

em (HSAS) is an example of a national effort to help de
arying threat levels. Facilities are urged to take actions g
ncreased threat levels, so these factors need to be cons
n the threat assessment.
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The concept of fixed and variable design basis threats is
useful for making decisions on facility design and operation.
If the threat to insiders is considered significant, countermea-
sures designed to limit those risks are imperative. The fixed
threat may determine the need for background screening, lim-
iting the span of control of individuals, strong supervision,
monitoring of activities, audits, surveillance, password con-
trols, and other measures. In fact, after determining and ap-
preciating that the insider threat potential threat is significant,
the facility may be designed or redesigned to avoid use of a
type of operation, substitute chemicals, or other measures to
minimize this potential. If other conditions change, the threat
may increase. For example, if there are a large number of vis-
itors such as during a turnaround or in the event of specific
threat information or a terrorist attack in the United States,
increased threat levels may change or add to the baseline
countermeasures.

Threat to a particular asset varies with several factors in-
cluding the degree of interest that an adversary may have in
the asset, as well as the degree of impact possible if the asset
was attacked, disables, copied, compromised, or stolen. For
this reason, the threat assessment includes a step whereby
each asset is analyzed from the perspective of each potential
adversary to determine the degree of attractiveness of the as-
set to the adversary. Attractiveness is therefore another factor
i
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the risks are prioritized based on the likelihood of a success-
ful attack which is a function of the threats assessed under
Step 2 and the degree of vulnerability identified under Step
3.

Risk assessment is only possible when there is some frame
of reference. Since the events in question are extremely rare
events, it is necessary to (1) use surrogate factors such as at-
tractiveness and threat to determine the likelihood of interest
of attack of any particular asset, and (2) use vulnerability as
a measure of the likelihood of a successful attack given the
desire to attack. Then the analyst can use performance crite-
ria to set risk goals. Each scenario is evaluated against those
goals. For example, such criteria as the following may be set
to determine unacceptable risk:

Security criteria:

• No unauthorized person can easily cross the outer perime-
ter without delay or detection.

• Any intruder is detected within 10 s of breaching the
perimeter barrier.

• Any intruder is interdicted within 5 min of breaching the
perimeter barrier.

• Any person entering the secured zone is authorized to be
there.

• Authorization is comprised of invitation and verification.
• t of

xist-
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.3. Step 3: vulnerability analysis

The vulnerability analysis includes the relative pair
f each target asset and threat to identify potential vu
bilities related to process security events. This involve

dentification of existing countermeasures and their lev
ffectiveness in reducing those vulnerabilities. The degr
ulnerability of each valued asset and threat pairing is e
ated by the formulation of security-related scenarios o
n asset protection basis. If certain criteria are met su
igher consequence and attractiveness ranking values,
ay be useful to apply a scenario-based approach to co

he Vulnerability Analysis. This approach option is very s
lar to the PHA techniques employed to analyze accide
eleases. It includes the assignment of risk rankings to
ecurity-related scenarios developed.

Vulnerability is important to understand as it helps to
ermination how adversaries may target and execute cr
ulnerabilities are ubiquitous, so simply understanding
erabilities is not sufficient to make a risk determinat
ther factors such as threat, consequence, and attractiv
re required for a more complete risk appreciation.

.4. Step 4: risk assessment

The risk assessment determines the relative degree o
o the facility in terms of the expected effect on each crit
sset as a function of consequence and probability of o
ence. Using the assets identified during Step 1 (Section 6.1),
t

s

No unauthorized vehicle shall be allowed within 500 f
a critical asset.

These criteria are used as binary risk goals, i.e., if the e
ng situation fails these tests, then additional countermea
re required.

.5. Step 5: countermeasures analysis

Based on the vulnerabilities identified and the risk
he layers of protection are breached, appropriate enh
ents to the security countermeasures may be recomme
ountermeasure options will be identified to further red
ulnerability at the facility. These include improved coun
easures that follow the process security doctrines of d
etect, delay, respond, mitigate and possibly prevent. S
f the factors to be considered are:

Reduced probability of successful attack.
Degree of risk reduction by the options.
Reliability and maintainability of the options.
Capabilities and effectiveness of mitigation options.
Costs of mitigation options.
Feasibility of the options.

The countermeasure options should be re-ranked to
ate effectiveness, and prioritized to assist manageme
ision making for implementing security program enhan
ents. The recommendations should be included in an

eport that can be used to communicate the results of the
o management for appropriate action.
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7. Conclusions

Expectations for security have greatly changed since 11
September. The problem is we are not all prepared to deal
with the threat. There is a new risk paradigm that requires
a different form of analysis than accidental risk assessment
methods. The overall strategy to address the issue involves

three basic steps. The first step is to accept that the threat
exists. The second step is to analyze the threats and vulner-
abilities. The third step is to define a security management
system that meets the criteria. All the while, industry faces
a dilemma of elevated levels of perceived threat to the in-
dustry and the need to make risk decisions under extreme
uncertainty in the short term.
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